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1. SYSTEM REQUIREMENTS

To successfully run Well Xplore, your system must have the following features or higher:

Operating System: Windows 10/11 or Windows Server 2016/2019/2022

e Processor: Dual-core Processor
e RAM:4 GB

e Storage: 60 GB (additional space must be available after installation for saving your working
files)

e Display: Monitor supported by Microsoft Windows at a resolution of at least 1024x768

e Internet Access: (required) for software installation and operation

Well Xplore® Installation Guide 1
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2. QUICK START GUIDE

2.1 End User Installation and Licence Activation

The following steps provide a brief overview of the installation process; please see the relevant
section of this guide for more detailed instructions:

1. Run the file installer.

2. Review the Software Licence Agreement, and if you agree to the terms and conditions, select
the confirmation checkbox.

3. Confirm the installation location.
4. Launch the program.
5. Activate your licence based on the licence type:

a. Local Softlock: Go to Key Management > Registration. Enter the Activation Code
provided by C-FER. Select Activate.

b. Network Softlock: Go to Key Management > Network. Enter the Network Server address
provided by your company IT service. Select Connect.

c. C-FER Softlock: Go to Key Management > Network. Enter the Network Server address
provided by C-FER. Select Connect.

2.2 Licence Protection

Well Xplore licences are copy-protected through the use of a hardware-based ("HASP") and
software-based (“Softlock”) protection systems. All installations of Well Xplore require a
functioning internet connection to validate the user-key against C-FER's licencing server when the
software is launched, and periodically during the program’s execution. This measure prevents
unlicenced use of Well Xplore.

Well Xplore® Installation Guide 2
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3. INSTALLING PROGRAM

3.1 Program Files

Well Xplore is located in the C:\Program Files (x86)\C-FER Technologies\Well XPlore folder.
Installing newer versions Well Xplore will remove any links to older versions that exist in the
Windows Start menu. Any desktop shortcuts need to be updated to link to the new Well Xplore
software location in the program files directory.

The latest version of Well Xplore may be downloaded from
https://www.cfertech.com/wellxplore/user-area/.

3.2 Installing on Individual Computer

To install Well Xplore on your computer:

1. Log in with administrator privileges.
2. Close other major applications that are running on Microsoft Windows.
3. Double-click the program icon to start the installation process.

4. Select Next.

Well Xplore® Installation Guide 3
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Installing Program

ﬁ Well Xplore - InstallShield Wizard >

Welcome to the Installshield Wizard for Well
Xplore

The Installshield(R) Wizard will install Well Xplore on your
computer. To continue, dick Mext.

WARNING: This program is protected by copyright law and
international treaties.

5. Review the Well Xplore Licence Agreement:

Well Xplore® Installation Guide
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Installing Program

ﬁ Well Xplore - InstallShield Wizard

License Agreement

Please read the following license agreement carefully.

Well Xplore ~
Motice and Dizclaimer

C-FER. Technologies (1999) Inc. (“C-FER") grants to the User a time limited, revocable, non-
exclusive, non-transferable, non-sublicensable right to install and vse the Software for the
duration of the Licence Subscription Period and any extensions or renewals thersof subject to
the terms and conditions set forth in the Software Licence Apreement.

The Software Licence Agresment is available on the C-FER. website. Please copy and paste
the following URL into a browser: https:/www.cfertech com'wellzplors/sla/ W

(@)1 accept the terms in the license agreement Print

()1 do not accept the terms in the license agreement

InstallShield

Select | accept the terms... and then Next if you agree to the terms and conditions.

6. Confirm the installation location:

Well Xplore® Installation Guide
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Installing Program

ﬁ Well Xplore - InstallShield Wizard

Destination Folder
Click Mext to install to this folder, or dick Change to install to a different folder.

Install Well ¥plore to:
C:\Program Files (x86)\C-FER Technologies\Well XPlore’, Change. ..

InstallShield

Select Next.

7. Select Install to begin installing the program:

Well Xplore® Installation Guide
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Installing Program

ﬁ Well Xplore - InstallShield Wizard

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Badk. Click Cancel to
exit the wizard.

InstallShield

< Back *,‘Q@m Cancel

8. If this is your first time installing Well Xplore, an additional installer will appear for the
Microsoft SQL Server 2014 Express LocalDB package:

ﬁ Microsoft SCL Server 2014 Express Local DB >

Welcome to the Installation Wizard for SQL Server
2014 Express LocalDB

Setup helps you install, modify or remove SQL Server 2014 Express
LocalDB . To continue, dick Mext,

WARNING: This program is protected by copyright law and
international treaties.

< Back E Mext = i Cancel

Well Xplore® Installation Guide 7
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Select Next.

9. Review the Microsoft Software licence agreement:
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‘ﬁ Microsoft SCL Server 2014 Express Local DB >
License Agreement
Please read the following license agreement carefully.
il
MICROSOFT SOFTWARE LICENSE TERMS .
MICROSOFT SQL SERVER 2014 EXPRESS LOCALDB
These license terms are an agreement between Microsoft Corporation (or
based on where you live, one of its affiliates) and you. Please read them.
They apply to the software named above, which includes the media on which
you received it, if any. The terms also apply to any Microsoft
+ updates, w
(@)1 accept the terms in the license agreement
()1 do not accept the terms in the license agreement
< Back I Mext = I Cancel

Select | accept the terms... and then Next if you agree to the terms and conditions.

10. Select Install to begin installing the Microsoft SQL Server package:

Well Xplore® Installation Guide
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Installing Program

ﬁ Microsoft SCL Server 2014 Express Local DB >

Ready to Install the Program
Setup is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Badk. Click Cancel to
exit Setup.

< Back E Install i Cancel

11. When the installation is complete, select Finish to continue with the Well Xplore installation.

ﬁ Microsoft SCL Server 2014 Express Local DB >

Completing the SQL Server 2014 Express LocalDB
installation

Setup has installed SQL Server 2014 Express LocalDE successfully,
Click Finish to exit.

>

< Back E Finish i Cancel

12. When the Well Xplore installation is complete, select Finish to exit the installation program.

Well Xplore® Installation Guide 9
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Installing Program

ﬁ Well Xplore - InstallShield Wizard

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Well Xplore,
Click Finish to exit the wizard.

Well Xplore® Installation Guide
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4. ACTIVATING LOCAL SOFTLOCK

1. Install Well Xplore per the instructions provided in Section 3.2.

Launch Well Xplore. The Key Management window will appear and indicate that the Softlock
key was not found.

E Key Management

Registration  Network

Cannot find a valid lock.
Lock Messages:
Hasp: License container not found. 35

Local Softlock: Key not found. 60

Network Softlock: A netwark error occured. 45-No Servers Specified
Version: 1.8.0.0

|| Activation Server Connection Successful

Retry

Run in Demeo Mode

3. Go to the Registration tab.

E‘ Key Management

- O X
| siotvs DRSS nicovor
Activation Code |

Activate

For Manual Registration

Registration ID

License Key
Register

Run in Demo Mode

Well Xplore® Installation Guide
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Activating Local Softlock

4. In the Activation Code field, enter the activation code provided by C-FER and select Activate
to register the Softlock key.

5. Go to the Status tab.

6. Select Refresh. The licence information for the Softlock key will be displayed.

Well Xplore® Installation Guide 12
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5. ACTIVATING NETWORK SOFTLOCK

5.1 Server Requirements

To successfully run the Network Key Server Manager, your server must have the following
features or higher:

e Operating System: Windows 10/11 or Windows Server 2016/2019/2022

e Processor: Dual-core processor
e« RAM:2 GB

e Storage: 60 GB

5.2 Installing Network Key Server Manager

To use a Network Softlock, your IT team will need to install the Network Key Server Manager
program on the licence server. This can be downloaded from
https://download.cfertech.com/shared/NetworkKeyServerManager.exe. The Network Key Server
Manager can be installed on either a physical or virtual server.

1. Install the Network Key Server Manager locally to the licence server.

2. Launch the Network Key Server Manager from the Windows Start menu and select
Well Xplore.

3. Go to the Key tab to verify the status of the Softlock key. If the key is correctly running, its
activation status will be displayed. Otherwise, the Softlock key will need to be activated.

Well Xplore® Installation Guide 13
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Activating Network Softlock

[#) Network Key Server Manager - O X
Well Xplore |

Key | Server ‘

Ne valid network key was found. Register Software Key

Activation Server Connection Successful

Version: 1.4.2.0 Register USB Key

4. To activate the Softlock key:
a. Select Register Software Key to open the Software Key Registration dialog box.
b. Enter the alpha-numeric key provided by C-FER into the Activation Code field.

c. Select Activate. If the Softlock key activation is successful, the dialog box will close, and
the key status will automatically update.

5. Go to the Server tab.
6. Select Install Service to install the Softlock Windows service on the licence server.

7. Select Start Service to start the Softlock Windows service.

Well Xplore® Installation Guide 14
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Activating Network Softlock

[#) Network Key Server Manager

- O X
Well Xplore |
Refreshy| The service is not installed.
| Install Service || Start Service | Port: | 1247 H
Activity Counts
Status:  Disconnected Curation: 0 User Count: ] Max Users:
Sent: 0 Received: 0 Roam Count: ] Max Roam:

Quevue: 0 Connections: 0 Execution Count: 0 Max Execution:

User| Computer| Address| Type| Connected Time| Idle/Roam Time(Used/Total)| Application| Module| SID| UT| Flags| Handle

5.3 Network Key Server Manager Firewall Exceptions

If you are experiencing issues activating or connecting to your Network Softlock licence,
exceptions may need to be added to the network or server firewall, depending on its configuration
relative to the licence server. The following instructions are for creating Firewall exceptions in
Windows Defender and should only be used if Windows Defender is the firewall system that is
active on the licence server; these instructions may be adapted for your company-specific firewall

product.

To launch Windows Defender:

1. Go to Start > Control Panel > Administrative Tools.

2. Select Windows Defender Firewall with Advanced Security.

5.3.1 Create Program Inbound Rule

To create a program inbound rule:

1. Select Inbound Rules and then New Rule.

Well Xplore® Installation Guide 15
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File Action View Help

L AEs) (RN 7 i

Inbound Rules

%4 Connection Security Rules
. Menitoring

ﬂ ‘Windows Defender Firewall with Advanced Security

Mame
FiddllerProxy
Firefox (C:\Program Files (x86)\Mozilla Fi..
Firefox (C:\Program Files (x86)\Mozilla Fi..
Microsoft Visual Studio 2017
Microsoft Visual Studic 2017
Port 3306
Sentinel License Manager
SMC Service
SMC Service
SNAC Service
SNAC Service
teams.exe
teams.exe

Workflow Manager Tools 1.0 for Visual St...
@{Microsoft BingNews_4.21.1434.0 x64_.
@{Microsoft BingWeather_4.18.37.0_x86_...

@{Microsoft.BingWesther_4.20,1102.0_6...
@{Microsoft Messaging_3.26.24002.0_x64...

@{Microsoft MicrosoftOfficeHub_17.801.
@{Microsoft MicrosoftOfficeHub_17.841...
9 @{Microsoft.OneConnect_2.1706.1934.0_..
@{Microsoft RemoteDesktop_10.1.397.0....
@{Microsoft SkypeApp_11.19.220.0 x64_.

@{Microsoft.Windows.Phetos_17.214.100...

@{Microsoft.Windows.Photos_2018.1805...
@{Microsoft Windows.Photos_2018.1809...
@{microsoftwindowscommunicationsa...
@{microsoft.windowscommunicationsa...
@{microsoft.windowscor 15a...

IEEINTH Inbound Rules

Group Profile
All
Private
Private
Public
Public
All
Domai..
Domain
Deomain
Domain
Domain
All
All

Domai...

@{Microsoft BingNews_421.. Domai.

@{Microsoft.BingWeather_4.. Domai..

@{Microsoft.BingWeather
@{Microsoft Messaging 3.2...
@{Microsoft MicrosoftOffic... Domai.

@{Microsoft MicrosoftOffic.. Domai..
. @{Microsoft.OneConnect 2.,  Domai..

@{Microsoft RemoteDeskto... All
@{Microsoft SkypeAipp_11.1.. Domai.
@{Microsoft Windows.Phot.. All
@{Microsoft Windows.Phat... All
@{Microsoft Windows.Phot... All

@{microsoftwindowscom...  All
@{microsoftwindowscom...  All
@{mic indowscom... Al

@{Microsoft.WindowsFeedbackHub_1.16...

@®{Microsoft.WindowsFeedbackHub_1.17.

@{Microsoft.WindowsStore_11701.1001.7...

<

@{Microsoft. WindowsFeed... Domai...

@{Microsoft. WindowsFeed... Domai..
@{Microsoft. WindowsStere..  All

Domai...

T
7
w

=)

O

Filter by Profile
Filter by State
Filter by Group
View

Refresh

Bxport List...

Help

vy v v -

2. Select Program and then Next.

Well Xplore® Installation Guide
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Activating Network Softlock

ﬂ MNew Inbound Rule Wizard

Rule Type
Select the type of firewall rule to create.

Steps:

@ FRule Type What type of ule would you like to create?

& Program

@ Action ® Program

@ Profie Rule that controls connections for a program.
@ Name ) Port

Rule that controls connections for a TCP or UDP port.

O Predefined:

@Firewall AP dll -80200
Rule that controls connections for a Windows experience.

O Custom

Custom rule.

< Back Next = Cancel

3. Select This program path and then Browse.

Well Xplore® Installation Guide
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Activating Network Softlock

& New Inbound Rule Wizard -4

Program

Specify the full program path and executable name of the program that this rule matches.

Steps:
s Rule Type Does this rule apply to all programs or a specific program?
» Program
@ Action ) All programs
@ Profie Rule applies to all connections on the computer that match other rule properties.
@ Name

(@ This program path:
|D:'-pmjeds '-.Util'rties'-ElecKey'-.Development'-.Enhancemerds'—-.Source'-.Netw0|| | Browse...

Example: c:\path“program exe
“Program Files % \browser\browser exe

< Back Next = Cancel

4. Select C:\Program Files (x86)\C-FER
Technologies\NetworkKeyServerManager\NetworkKeyServerManager.exe and then

Next.

5. Select Allow the connection and then Next.

Well Xplore® Installation Guide
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0 MNew Inbound Rule Wizard

Action

Steps:

@ Rule Type
@ Program
@ Action

@ Profile

@ MName

Specify the action to be taken when a connection matches the conditions specified in the rule.

What action should be taken when a connection matches the specified conditions?

(@ Allow the connection
This includes connections that are protected with IPsec as well as those are not.

(C) Allow the connection if it is secure
This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in |Psec properties and rules in the Connection Security

Rule node.

(C) Block the connection

< Back Next = Cancel

6. Select all three items and then Next. Note that some of these options could be removed,
depending on the network configuration.

Well Xplore® Installation Guide
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ﬂ MNew Inbound Rule Wizard

Profile

Steps:

@ Rule Type
& Program
@ Action

@ Profile

@ Name

Specify the profiles for which this rule applies.

When does this rule apply?

Domain
Appliez when a computer is connected to its corporate domain.

Private
Applies when a computer is connected to a private network location, such as a home
orwork place.

Public
Appliez when a computer is connected to a public netwark location.

< Back Next = Cancel

7. Enter a rule name in the Name field and select Finish.

Well Xplore® Installation Guide
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ﬂ MNew Inbound Rule Wizard

Name

Specify the name and description of this rule.

Steps:

@ Rule Type

@ Program

@ Action

@ Profile Name:

Network Key Server Manager - inbound)|

& MName

Description (optional):

< Back

Cancel

5.3.2 Create Program Outbound Rule

To create a program outbound rule:

1. Select Outbound Rules and then New Rule.

Well Xplore® Installation Guide
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File Action View Help

L AEs) (RN 7 i

Inbound Rules

%4 Connection Security Rules
. Menitoring

ﬂ ‘Windows Defender Firewall with Advanced Security

Mame
FiddllerProxy
Firefox (C:\Program Files (x86)\Mozilla Fi..
Firefox (C:\Program Files (x86)\Mozilla Fi..
Microsoft Visual Studio 2017
Microsoft Visual Studic 2017
Port 3306
Sentinel License Manager
SMC Service
SMC Service
SNAC Service
SNAC Service
teams.exe
teams.exe

Workflow Manager Tools 1.0 for Visual St...
@{Microsoft BingNews_4.21.1434.0 x64_.
@{Microsoft BingWeather_4.18.37.0_x86_...

@{Microsoft.BingWesther_4.20,1102.0_6...
@{Microsoft Messaging_3.26.24002.0_x64...

@{Microsoft MicrosoftOfficeHub_17.801.
@{Microsoft MicrosoftOfficeHub_17.841...
9 @{Microsoft.OneConnect_2.1706.1934.0_..
@{Microsoft RemoteDesktop_10.1.397.0....
@{Microsoft SkypeApp_11.19.220.0 x64_.

@{Microsoft.Windows.Phetos_17.214.100...

@{Microsoft.Windows.Photos_2018.1805...
@{Microsoft Windows.Photos_2018.1809...
@{microsoftwindowscommunicationsa...
@{microsoft.windowscommunicationsa...
@{microsoft.windowscor 15a...

IEEINTH Inbound Rules

Group Profile
All
Private
Private
Public
Public
All
Domai..
Domain
Deomain
Domain
Domain
All
All

Domai...

@{Microsoft BingNews_421.. Domai.

@{Microsoft.BingWeather_4.. Domai..

@{Microsoft.BingWeather
@{Microsoft Messaging 3.2...
@{Microsoft MicrosoftOffic... Domai.

@{Microsoft MicrosoftOffic.. Domai..
. @{Microsoft.OneConnect 2.,  Domai..

@{Microsoft RemoteDeskto... All
@{Microsoft SkypeAipp_11.1.. Domai.
@{Microsoft Windows.Phot.. All
@{Microsoft Windows.Phat... All
@{Microsoft Windows.Phot... All

@{microsoftwindowscom...  All
@{microsoftwindowscom...  All
@{mic indowscom... Al

@{Microsoft.WindowsFeedbackHub_1.16...

@®{Microsoft.WindowsFeedbackHub_1.17.

@{Microsoft.WindowsStore_11701.1001.7...

<

@{Microsoft. WindowsFeed... Domai...

@{Microsoft. WindowsFeed... Domai..
@{Microsoft. WindowsStere..  All

Domai...

T
7
w

=)

O

Filter by Profile
Filter by State
Filter by Group
View

Refresh

Bxport List...

Help

vy v v -

2. Select Program and then Next.
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Activating Network Softlock

ﬂ MNew QOutbound Rule Wizard

Rule Type
Select the type of firewall rule to create.

Steps:

@ FRule Type What type of ule would you like to create?

& Program

@ Action ® Program

@ Prcfie Rule that controls connections for a program.
@ Name ) Port

Rule that controls connections for a TCP or UDP port.

O Predefined:

@Firewall AP dll -20200
Rule that controls connections for a Windows experience.

(O Custom
Custom rule.

< Back Next = Cancel

3. Select This program path and then Browse.

Well Xplore® Installation Guide
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Activating Network Softlock

@ New Outbound Rule Wizard x

Program

Specify the full program path and executable name of the program that this rule matches.

Steps:

s Rule Type Dioes this rule apply to all programs or a specific program?

» Program

p Action O All programs

s Profile Rule applies to all connections on the computer that match other rule properties.
3 Name

(@ This program path:
| D:projects'/tilities" ElecKey'\Development \Enhancements Source Netwol| | Browse...

Example: c:\path“program.exe
“iProgramFiles . \browser\browser exe

< Back Next = Cancel

4. Select C:\Program Files (x86)\C-FER
Technologies\NetworkKeyServerManager\NetworkKeyServerManager.exe and then
Next.

5. Select Allow the connection and then Next.

Well Xplore® Installation Guide
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0 MNew QOutbound Rule Wizard

Action

Steps:

@ Rule Type
& Program
@ Action

@ Profile

@ Name

Specify the action to be taken when a connection matches the conditions specified in the nule.

What action should be taken when a connection matches the specified conditions?

® Allow the connection
This includes connections that are protected with IPsec as well as those are not.

(O) Allow the connection if it is secure
This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in |Psec properties and rules in the Connection Security

Rule node.

(O) Block the connection

< Back Next = Cancel

6. Select all three items and then Next. Note that some of these options could be removed,
depending on the network configuration.

Well Xplore® Installation Guide
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ﬂ MNew Qutbound Rule Wizard

Profile

Steps:

@ Rule Type

Specify the profiles for which this rule applies.

When does this rule apply?

& Program
@ Action
@ Profile

@ Name

Domain
Appliez when a computer is connected to its corporate domain.

Private
Applies when a computer is connected to a private network location, such as a home
orwork place.

Public
Appliez when a computer is connected to a public netwark location.

< Back Next =

Cancel

7. Enter a rule name in the Name field and select Finish.

Well Xplore® Installation Guide
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9 MNew QOutbound Rule Wizard

Name

Specify the name and description of this rule.

Steps:

@ Rule Type
@ Program
@ Action

@ Profile

& MName

Name:

|Netw0rk Key Server Manager - outbound

Description {optional):

< Back

Cancel

5.3.3 Create Port Inbound Rule

To create a port inbound rule:

1. Select Inbound Rules and then New Rule.
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ﬂ Windows Defender Firewall with Advanced Security

File Action View Help

| nm

SISV Inbound Rules

21 Inbound Rules
¥ Connection Security Rules
B, Monitoring

Name
FiddlerProxy

Firefox (C:\Program Files (x86)\Mozilla Fi...
Firefox (C:\Program Files (x36)\Mozilla Fi...

Microsoft Visual Studio 2017
£ Microsoft Visual Studio 2017
Port 3306

Sentinel License Manager
SMC Service

SMC Service

0 SNAC Service

SNAC Service

W teams.exe

U teams.exe

Workflow Manager Toals 1.0for Visual St...
9 ®{Microsoft.BingNews_4.21.1434.0x64_...

@{Microsoft.BingWesther_4.18.37.0_x85.

@{Microsoft.BingWeather_4.20.1102.0.x...
®{Microsoft. Messaging_3.26.24002.0_x64..
€ ®{Microsoft.MicrosoftOfficeHub_17.801...
9 ®{Microsoft.MicrosoftOfficeHub_17.841...
@{Microsoft.OneConnect_2.1706.1334.0_...
@{Microsoft. RemoteDeskiop_10.1.997.0_...
@{Microsoft.SkypeApp_11.19.820.0_x64_.
€ ®{Microsoft.Windows.Photos_17.214.100...
@{Microsoft.Windows.Photos_2018.1809...
@{Microsoft.Windows.Photos_2018.1809...
@{microsoftwindowscommunicationsa...

@{microsoft.windowscommunications:

& ®{microsoft.windowscommunicationsa...
@{Microsoft.WindowsFeedbackHub_1.16...
@{Microsoft.WindowsFeedbackHub_1.17...
@{Microsoft. WindowsStore_11701,1001.7...

<

Group

@{Microsoft.BingNews_4.21...
@{Microsoft.BingWeather_4..

@{Microsoft.BingWeather_4.
®{Microsoft.Messaging_3

@{Microsoft.MicrasoftOffic...
@{Microsoft.MicrosoftOffic...
@{Microsoft.OneConnect 2.
@{Microsoft.RemoteDeskto.
®{Microsoft.SkypeApp_11.1...
@{Microsoft.Windows.Phot...
@{Microsoft.Windows.Phot...
@{Microsoft.Windows.Phot...

@{microsoft.windowscom...
@{microsoftwindewscom...

@{microsoftwindowscom...

@{Microsoft.WindowsFeed...
@{Microsoft.WindowsFeed...
@{Microsoft.Windows5tore...

Profile  *

All
Private
Private
Public
Public
All
Domai...
Domain
Domain
Domain
Domain
All

All
Domai...
Domai...
Domai...
Domai...

Domai...

Domai..
Domai...
All
Domai...
All
All
All
All
All
All
Domai...

Domai.
All v

Actions

Inhound Rules

ia

Mew Rule...

v
v
v

B

Fifter by Profile
Filter by State
Filter by Group
View

Refresh

Export List...

Help

v v v -

2. Select Port and then

Next.
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ﬂ MNew Inbound Rule Wizard

Rule Type
Select the type of firewall rule to create.

Steps:

» Rule Type

» Protocol and Ports
@ Action

Whiat type of rule would you like to create?

O Program

Rule that controls connections for a program.

@ Profile

@ Name

® Port
Rule that controls connections for a TCP or UDP port.

) Predefined:
@Firewall API dIl -80200

Rule that controls connections for a Windows experience.

O Custom
Custom rule.

< Back

Next =

Cancel

3. Enter the port number from the Network Key Server Manager’s Server tab (the default is
1247) in the Specific local ports field and select Next.
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0 Mew Inbound Rule Wizard

Protocol and Ports

Steps:

@ FRule Type

@ Protocol and Ports
@ Action

@ FProfile

@ Name

Specify the protocols and ports to which this nule applies.

Does this rule apphy to TCP or UDP?

® 1CP
O upp

Does this rule apply to all local ports or specific local ports?

) All local ports

@ Specific local ports: [1247

Example: 80, 443, 5000-5010

< Back

Cancel

4. Select Allow the connection and then Next.
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0 MNew Inbound Rule Wizard

Action

Steps:

@ Rule Type
@ Program
@ Action

@ Profile

@ MName

Specify the action to be taken when a connection matches the conditions specified in the rule.

What action should be taken when a connection matches the specified conditions?

(@ Allow the connection
This includes connections that are protected with IPsec as well as those are not.

(C) Allow the connection if it is secure
This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in |Psec properties and rules in the Connection Security

Rule node.

(C) Block the connection

< Back Next = Cancel

5. Select all three items and then Next. Note that some of these options could be removed,
depending on the network configuration.
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ﬂ MNew Inbound Rule Wizard

Profile

Steps:

@ Rule Type
& Program
@ Action

@ Profile

@ Name

Specify the profiles for which this rule applies.

When does this rule apply?

Domain
Appliez when a computer is connected to its corporate domain.

Private
Applies when a computer is connected to a private network location, such as a home
orwork place.

Public
Appliez when a computer is connected to a public netwark location.

< Back Next = Cancel

6. Enter a rule name into the Name field and select Finish.
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ﬂ MNew Inbound Rule Wizard

Name

Specify the name and description of this rule.

Steps:
@ Rule Type
@ Protocol and Ports

@ Action
@ Profie Neae

Network Key Server Manager port - inbound|
@ MName

Description (optional):

< Back

Cancel

5.3.4 Create Port Outbound Rule

To create a port outbound rule:

1. Select Outbound Rules and then New Rule.

Well Xplore® Installation Guide
C-FER Document No. WELLXPLORE-PRC-0001-Rev0 (CONFIDENTIAL)

33



Activating Network Softlock

C-ﬁlél%ologies

A SUBSIDIARY OF ALBERTA INNOVATES

File Action View Help

L AEs) (RN 7 i

Inbound Rules

%4 Connection Security Rules
. Menitoring

ﬂ ‘Windows Defender Firewall with Advanced Security

Mame
FiddllerProxy
Firefox (C:\Program Files (x86)\Mozilla Fi..
Firefox (C:\Program Files (x86)\Mozilla Fi..
Microsoft Visual Studio 2017
Microsoft Visual Studic 2017
Port 3306
Sentinel License Manager
SMC Service
SMC Service
SNAC Service
SNAC Service
teams.exe
teams.exe

Workflow Manager Tools 1.0 for Visual St...
@{Microsoft BingNews_4.21.1434.0 x64_.
@{Microsoft BingWeather_4.18.37.0_x86_...

@{Microsoft.BingWesther_4.20,1102.0_6...
@{Microsoft Messaging_3.26.24002.0_x64...

@{Microsoft MicrosoftOfficeHub_17.801.
@{Microsoft MicrosoftOfficeHub_17.841...
9 @{Microsoft.OneConnect_2.1706.1934.0_..
@{Microsoft RemoteDesktop_10.1.397.0....
@{Microsoft SkypeApp_11.19.220.0 x64_.

@{Microsoft.Windows.Phetos_17.214.100...

@{Microsoft.Windows.Photos_2018.1805...
@{Microsoft Windows.Photos_2018.1809...
@{microsoftwindowscommunicationsa...
@{microsoft.windowscommunicationsa...
@{microsoft.windowscor 15a...

IEEINTH Inbound Rules

Group Profile
All
Private
Private
Public
Public
All
Domai..
Domain
Deomain
Domain
Domain
All
All

Domai...

@{Microsoft BingNews_421.. Domai.

@{Microsoft.BingWeather_4.. Domai..

@{Microsoft.BingWeather
@{Microsoft Messaging 3.2...
@{Microsoft MicrosoftOffic... Domai.

@{Microsoft MicrosoftOffic.. Domai..
. @{Microsoft.OneConnect 2.,  Domai..

@{Microsoft RemoteDeskto... All
@{Microsoft SkypeAipp_11.1.. Domai.
@{Microsoft Windows.Phot.. All
@{Microsoft Windows.Phat... All
@{Microsoft Windows.Phot... All

@{microsoftwindowscom...  All
@{microsoftwindowscom...  All
@{mic indowscom... Al

@{Microsoft.WindowsFeedbackHub_1.16...

@®{Microsoft.WindowsFeedbackHub_1.17.

@{Microsoft.WindowsStore_11701.1001.7...

<

@{Microsoft. WindowsFeed... Domai...

@{Microsoft. WindowsFeed... Domai..
@{Microsoft. WindowsStere..  All

Domai...

T
7
w

=)

O

Filter by Profile
Filter by State
Filter by Group
View

Refresh

Bxport List...

Help

vy v v -

2. Select Port and then Next.
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ﬂ MNew Qutbound Rule Wizard

Rule Type
Select the type of firewall rule to create.

Steps:

» Rule Type

» Protocol and Ports
@ Action

Whiat type of rule would you like to create?

O Program

Rule that controls connections for a program.

@ Profile

@ Name

® Port
Rule that controls connections for a TCP or UDP port.

) Predefined:
@Firewall API dIl -80200

Rule that controls connections for a Windows experience.

O Custom
Custom rule.

< Back

Next =

Cancel

3. Enter the port number from the Network Key Server Manager’s Server tab (the default is
1247) into the Specific local ports field and select Next.
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0 Mew Cutbound Rule Wizard

Protocol and Ports

Steps:

@ FRule Type

@ Protocol and Ports
@ Action

@ FProfile

@ Name

Specify the protocols and ports to which this nule applies.

Does this rule apphy to TCP or UDP?

® 1CP
O upp

Does this rule apply to all remote ports or specific remote ports?

[1247
Example: 80, 443, 5000-5010

< Back Mext > Cancel

4. Select Allow the connection and then Next.
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0 MNew QOutbound Rule Wizard

Action

Steps:

@ Rule Type
& Program
@ Action

@ Profile

@ Name

Specify the action to be taken when a connection matches the conditions specified in the nule.

What action should be taken when a connection matches the specified conditions?

® Allow the connection
This includes connections that are protected with IPsec as well as those are not.

(O) Allow the connection if it is secure
This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in |Psec properties and rules in the Connection Security

Rule node.

(O) Block the connection

< Back Next = Cancel

5. Select all three items and then Next. Note that some of these options could be removed,
depending on the network configuration.
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ﬂ MNew Qutbound Rule Wizard

Profile

Steps:

@ Rule Type

Specify the profiles for which this rule applies.

When does this rule apply?

& Program
@ Action
@ Profile

@ Name

Domain
Appliez when a computer is connected to its corporate domain.

Private
Applies when a computer is connected to a private network location, such as a home
orwork place.

Public
Appliez when a computer is connected to a public netwark location.

< Back Next =

Cancel

6. Enter a rule name in the Name field and select Finish.
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@ New Outbound Rule Wizard X

Name

Specify the name and description of this rule.

Steps:

@ Rule Type

@ Protocol and Ports
@ Action

@ Profile Do
Network Key Server Manager port - outbound)|

@ MName

Description (optional):

< Back Cancel

5.4 Transitioning from Network HASP
If you are transitioning from a Network HASP to a Network Softlock, you will need to disable your
HASP configuration before activating your end user licence (see Section 5.5). This is done by

changing the access configuration in Sentinel ACC on your local computer:

1. In an internet browser, go to http://localhost:1947.
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entinel Admin Control Center

Sentinel Keys

Products

Features

Sessions

Update/Attach

Access Log

Configuration

Diagnostics

Admin Control Center Help

Welcome to the Admin Control Center. This application enables you to manage access to software licenses and Features, to control detachable licenses. to control sessions, and to diagnose problems.
Note: You can select the language in which Admin Control Center is displayed from the bottom of the Options pane
= The Admin Control Center enables you to monitor the following

+ Allthe Sentinel protection keys that are currently available on the network server, including their identity, type, and location

+ The number of users currently logged in to a protection key, and the maximum number of users allowed to be simultanecusly logged into that specific key

« The Features ta which sach protection key allows access, and any restrictions that apply to the Feature

« The users who are currently logged into a specific protection key, including detailed login infarmation
Note: SL UserMede keys are only displayed for the local (Windows) machine. SL UserMode keys are not displayed when the configuration parameter Do Not Load hasplmv.exe is selected
= You can perform actions, such as:

+ Detaching a license from the network and attaching it to your machine or a different recipient machine

+ Cancelling a detachable license prematurely

« Installing an update to a license on a key that is visible in Admin Control Center

> You can implement and manage

ensing
= You can make basic configuration changes, including:
+ Setting the display refresh time
+ Configuring access permissions from a client machine to a remote server. and configuring a server to allow it to be remotely accessed

« Defining values for Products with detachable licenses

= The Diagnostics page enables you to view system information related to the current Sentinel License Manager, and to generate reports.

2. Go to Configuration > Access to Remote Licence Managers.

3. Clear all checkboxes and select Submit.

Conﬂgu ration Host Name ct-mda-laptop

Basic Settings Access to Remote License Managers Access from Remote Clients Client Identities Detachable Licenses Network
Allow Access to Remote Licenses Oe
Broadcast Search for Remote Licenses Oe
Remote License Search Parameters
A

4. Go to Sentinel Keys to confirm no Well Xplore keys are listed.

5.5 Activating End User Licence

1. Install Well Xplore per the instructions in Section 3.2.
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2. Launch Well Xplore. The Key Management window will appear and indicate that the Network
Softlock was not found.

[X] Key Management - [m] *

Registration  Network

Cannct find a valid lock.

Lock Messages:
Hasp: License container not found, 35
Local Softlock: Key not found. 60
Metwork Softlock: A network error occured. 45-No Servers Specified

Version: 1.8.0.0
|| Activation Server Connection Successful

Run in Demo Mode

3. Go to the Network tab.

[X] Key Management = O X

Status  Registration

Activation Server | https:/fsoftlock.cfertech.com/service.asmx

Network Servers

Address Port

Click here to add new item

Save

Run in Demo Mode

4. In the Network Servers area, enter the IP address or server name of the licence server
provided by your IT team, and the Port where the Softlock key has been activated (Port 1247
is the default) — This Port must be open. The Network Server Address is the location where the

Network Key Server Manager has been installed. Select Save.

Well Xplore® Installation Guide 41

C-FER Document No. WELLXPLORE-PRC-0001-Rev0 (CONFIDENTIAL)



C-FER , .
echnologies

A SUBSIDIARY OF ALBERTA INNOVATES

Activating Network Softlock
5. Go to the Status tab.

6. Select Retry. The licence information for the Softlock key will be displayed.
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6. ACTIVATING C-FER SOFTLOCK
1. Install Well Xplore per the instructions in Section 3.2.

Launch Well Xplore. The Key Management window will appear and indicate that the Network
Softlock was not located.

[X] Key Management - [m] X

Registration  Network

Cannot find a valid lock.

Lock Messages:

Hasp: License container not found. 35
Local Softlock: Key not found. 60

Network Softlock: A netwark error occured. 45-No Servers Specified
Version: 1.8.0.0

|| Activation Server Connection Successful

Run in Demeo Mode

3. Go to the Network tab.

[X] Key Management = O X

Status  Registration

Activation Server | https://softlock.cfertech.com/service.asmx

Network Servers

Address Port

Click here to add new item

Save

Run in Demo Mode
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4. In the Network Servers area, enter the IP address or server name of the licence server
provided by your IT team, and the Port where the Softlock key has been activated (Port 1247
is the default) — This Port must be open. The Network Server Address is the location where the
Network Key Server Manager has been installed. Select Save.

5. Go to the Status tab.

6. Select Retry. The licence information for the Softlock key will be displayed.
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7. USER SUPPORT

If you have any questions about Well Xplore, upgrading, or installing, please contact C-FER by
phone at (780) 450-3300 or by email at wellxplore@cfertech.com.
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